
 

  

A system bug, an incorrect configuration, a sensitive document inadvertently disclosed, or a user with 
privileges that are too high are just a few examples of situations that can expose the company to serious 
consequences. IMQ Intuity's services of VULNERABILITY ASSESSMENT and PENETRATION TEST build on 
more traditional analysis by adding intelligence actions such as OSINT research, the analysis of results in 
the context of the business, and the determination of the company's true risk profile. 

 

 

 

 

 

 

 

 

 

 

INFORMATION GATHERING SERVICES 

OSINT (Open Source INTelligence): analysis activity carried out in the public domain (web, dark web, deep 
web) with the aim of finding information related to the company that could be useful in the preparation 
of an attack, or in the verification of any confidential information disseminated in an unauthorized 
manner. 

DIGITAL FOOTPRINTING: activities that map in a detailed and exhaustive way what a company exhibits 
on the Internet: IP addresses, services, domains, and sub-domains. 

ASSESSMENT SERVICES 

NETWORK E WEB VULNERABILITY ASSESSMENT: through an instrumental scan and specialized analysis, 
the Vulnerability Assessment identifies system and application vulnerabilities and assigns levels of 
criticality based on international standards. 

NETWORK PENETRATION TEST: focused on verifying the impact that possible infrastructural 
vulnerabilities could have on a company in the event of a cyber-attack. As this is a very thorough activity, 
a Penetration Test can uncover vulnerabilities not visible during the instrumental analysis of a 
Vulnerability Assessment. 

WEB APPLICATION PENETRATION TEST: aimed at identifying and exploiting any vulnerabilities present 
in web applications. In particular, it highlights issues in application logic or in specific controls that would 
be impossible to detect using instrumental analysis alone. 

For the activities of Web Application Penetration Test IMQ Intuity follows the methodology 
recommended by OWASP, the international reference body for the security of web applications. 
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KICK-OFF 
Each service starts with a meeting with the client to define the players involved in the project, the 
interactions between them, the operational methods of carrying out the test, and the scope of the 
activities. 
 
INFORMATION GATHERING – OSINT 
The activity involves the collection of publicly available information that may be useful in the 
preparation of the attack. 
 
VULNERABILITY ASSESSMENT  
The systems and applications targeted by the service are subjected to analysis to detect the most 
obvious vulnerabilities. 

ANALYSIS 
The vulnerabilities found during the previous phases are collected, catalogued, and analyzed to plan 
the exploitation activity. 

EXPLOITATION – PENETRATION TEST 
At this stage we verify to what extent the vulnerabilities found are exploitable and the potential 
impact they can have on the business. 

REPORTING 
At the end of the exploitation activities, technical and executive documentation containing relevant 
information obtained during the various phases is processed and presented. 

PRESENTATION 
The reports are presented and discussed at the customer's premises to clarify the most significant 
points and define a corrective plan. 
 
REMEDIATION CHECK 
IMQ Intuity includes in all assessment activities the possibility of requesting a quick remote check 
of corrective actions on any application. 

Assessment services (Vulnerability Assessment and Penetration Test) are provided according to one or 
more of these methodologies: 

• Blackbox: target analysis without any kind of access authorization or additional supporting 
information. 

• Greybox: target analysis with some shared information. 

• Whitebox: all useful information is shared, including where necessary the source code of the 
applications to be tested. 

 

 

WI-FI PENETRATION TEST: the activity consists of exploiting the vulnerabilities of Wi-Fi networks, 
including those open to the public and those that are hidden.  

MOBILE APP PENETRATION TEST: the activity consists of verifying the security of mobile apps 
developed for Android and iOS, both in terms of installed software and the systems with which the 
mobile apps communicate. 

THE PHASES OF THE SERVICE 
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